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1
Decision/action requested

SA3 is kindly asked to approve the proposed change to update the threat analysis in Key Issue #2 “UE and Paging Server Communication” of TR 33.873 with threats and requirements.
2
References

[1]
3GPP TR 33.873 v0.2.0

Study on the security of the system enablers for devices having Multiple Universal 
Subscriber Identity Modules
[2]
3GPP TR 23.761 v1.2.0

Study on system enablers for devices having multiple Universal Subscriber Identity Modules (USIM)

3
Rationale

Current key issue #2 in TR 33.873 [1] is still lacking its threat analysis and potential requirements. The pCR is proposed to update the current key issue #2 with threats and potential requirements.
In addition, it is proposed to slightly update the current key issue details with the corresponding solutions in the current version of TR 23.761 [2] which introduce paging server and push/paging notification.

4
Detailed proposal

*************** Start of the Change ****************

5.2
Key issue #2: UE and Paging Server Communication

5.2.1
Key issue details 

As per 23.761[2], A Multi-USIM device is needed to monitor each connected system's paging channel for MT services destined to that device. UE's paging notification and reception need to be done with minimal interruption to ongoing services in the current system and without performing undesirable operations (e.g., Wasting resource, reaching misleading assumption of reachability). MUSIM devices which are unable to simultaneously monitor paging on all 3GPP RATs and systems in which it is in Idle state or RRC_Inactive state (for 5GS) needs to choose the paging channel(s) to monitor, which can lead to unsuccessful paging on the other paging channel(s). There are two solutions, to prevent unnecessary interruption of the current service to receive paging (Solution #7, Solution #12, Solution #27), proposed in the 23.761[2]. While connected to a MUSIM system, all these solutions deliver paging notifications of 3GPP RATs and systems in which UE is in Idle or inactive state through a currently active network. Both Solution #7 and Solution #27 introduced a new entities called paging server or paging notification server for sending push/paging notification to the idle UE, while Solution #12 introduced push notification delivered via SMS. Solutions to this key issue should study security and privacy aspects related to the communication between UE and paging server and the transmission of the push/paging notification from the paging server to the UE.  

5.2.2
Threats


As a newly introduced entity, if the paging server is not authenticated by the network, an attacker can impersonate the paging server to send an arbitrary number of counterfeit paging notifications to the UE through the network, which will consequently cause the waste of resource in the network and lead the UE to respond to the false paging. This is a form of DoS attack on both the network and the UE.

As a newly introduced message, if the push/paging notification is not integrity protected, an attacker can insert a counterfeit notification, or remove, modify, replay the original notification, which will lead the UE to respond to the false paging or miss the authentic paging for an incoming MT service. This is another form of DoS attack on the UE.
5.2.3
Potential security requirements 


3GPP system shall be able to ensure that the paging server is authenticated by the network element connected with it.
3GPP system shall be able to ensure that the paging notification is integrity protected during the transmission from the paging server to the UE.
*************** End of the Change ****************

